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DETAILED ACTION 



Response to Amendment 

1 . The Remarks filed on 1/19/2005 is sufficient to overcome the Kouznetsov 
reference (Patent Number: 6029256) because Network Associates, Inc. is the same 
assignee of both Kouznetsov the instant application and thereby Kouznetsov qualifies 
as prior art under 35 U.S.C. § 102(e) and not as prior art under 35 U.S.C. § 103(a). 

Claim Rejections - 35 USC §102 

The following is a quotation of the appropriate paragraph of 35 U.S.C. 102 that 
forms the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

2. Claims 1,15, 19, 33, 37 and 51 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Chi (Patent Number: 6006329). 



As per claim 1,19 and 37, Chi teaches a computer program product comprising 
a computer program operable to control a computer to generate audit data indicative of 
a request to execute a computer program, said computer program comprising: 
(i) computer virus scanner logic operable to receive a computer virus scan request, 
said computer virus scan request including data identifying a computer file to be 
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scanned for computer viruses (Chi: see for example, Figure 3a Element 305 and 
Column 3 Line 13-15); and 

(ii) audit data generator logic triggered by said computer virus scanner logic, and 
responsive to said data identifying said computer file to be scanned, to identify a 
request to execute a computer program and, in response to identification of said request 
to execute said computer program, to generate audit data identifying said computer 
program (Chi: see for example, Figure 3b Element 335 and Column 3 Line 26 - 35: the 
virus detection method is interpreted as audit data generator logic and the reported 
virus signature is interpreted as audit data identifying said computer program infected 
by the respective virus). 

As per claim 15, 33 and 51, Chi teaches the claimed invention as described 
above (see claim 1,19 and 37 respectively). Chi further teaches computer virus scan 
request results from an on-access scan (Chi: see for example, Column 3 Line 13-15). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

A person shall be entitled to a patent unless - 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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3. Claims 2 - 5, 1 1 . 1 2, 20 - 23, 29, 30, 38 - 41 and 47 - 48 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Chi (Patent Number: 6006329), in view of 
Chambers (Patent Number: 5398196). 

As per claim 2, 20 and 38, Chi teaches the claimed invention as described above 
(claim 1,19 and 37 respectively). Chi does not teach a file access request to an 
operating system triggers generation of said computer virus scan request. 

Chambers teaches a file access request to an operating system triggers 
generation of said computer virus scan request (Chambers: see for example, Column 1 
Line 68 - Column 2 Line 10 and Column 6 Line 41 - 50). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Chambers within the system of Chi 
because Chi teaches a method of computer virus detection (Chi: see for example, 
Column 1 Line 6 -7) and Chambers teaches an improved antivirus program by 
scanning for viral behavior when a program attempts to make an operating system call 
(Chambers: see for example, Column 3 Line 38 - 42 and Column 6 Line 37 - 40). 

As per claim 3, 21 and 39, Chi teaches the claimed invention as described above 
(see claim 1,19 and 37 respectively). Chi does not teach audit data generator logic is 
responsive to data identifying one or more banned computer programs to identify a 
request to execute a banned computer program. 
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Chambers teaches audit data generator logic is responsive to data identifying 
one or more banned computer programs to identify a request to execute a banned 
computer program (Chambers: see for example, Column 1 Line 68 - Column 2 Line 10 
and Column 6 Line 41 - 50: a banned program is interpreted as that not within a 
permitted program list). 

Same rationale applies here as above in rejecting the claim 2. 

As per claim 4, 22 and 40, Chi as modified teaches the claimed invention as 
described above (see claim 3, 21 and 39 respectively). Chi as modified further teaches 
if a request to execute a banned computer program is identified, then one or more 
banned program actions are triggered, said banned program actions including one or 
more of: (i) said banned computer program is deleted; (ii) said banned computer 
program is disabled; (iii) said banned program is encrypted and replaced by a stub 
program; and (iv) an alert indicating detection of said banned computer program is 
issued (Chambers: see for example, Column 2 Line 5 - 7). 

As per claim 5, 23 and 41 , Chi as modified teaches the claimed invention as 
described above (see claim 3, 21 and 39 respectively). Chi as modified further teaches 
data identifying one or more banned computer programs is a permitted computer 
program list with any computer program not included within said permitted computer 
program list being a banned computer program (Chambers: see for example, Column 6 
Line 37 - 42 and Column 2 Line 3 - 4). 
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As per claim 1 1 , 29 and 47, Chi teaches the claimed invention as described 
above (see claim 1, 19 and 37 respectively). Chi further disclose audit data generator 
logic calculating the virus signatures representing a component or a combination of 
components of a virus (Chi: see for example, Column 3 Line 27). 

Chi does not disclose expressly calculating a checksum value from said 
computer file, said checksum value being used in identification of said computer file as 
a particular computer program. 

Chambers teaches audit data generator logic calculating a checksum value from 
said computer file, said checksum value being used in identification of said computer file 
as a particular computer program (Chambers: see for example, Column 10 Line 66 - 
Column 1 1 Line 1 ). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Chambers within the system of Chi 
because Chi teaches a method of computer virus detection (Chi: see for example, 
Column 1 Line 6 -7) and Chambers teaches an improved antivirus program by 
validating / examining a checksum of the file as being virus-contaminated or not 
(Chambers: see for example, Column 3 Line 38-42 and Column 10 Line 66 - Column 
11 Linel). 

As per claim 12, 30 and 48, Chi as modified teaches the claimed invention as 
described above (see claim 1 1 , 29 and 47 respectively). Chi as modified further 
teaches audit data generator logic stores said calculated checksum value and uses said 
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stored calculated checksum values instead of recalculating said checksum value when 
said computer file subject to a subsequent access without any intervening change 
having been made to said computer file (Chambers: see for example, Column 3 Line 21 
-22). 

4. Claims 6 - 10, 24 - 28 and 42 - 46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Chi (Patent Number: 6006329), in view of Christiano (Patent 
Number: 5671412). 

As per claim 6, 24 and 42, Chi teaches the claimed invention as described above 
(see claim 1,19 and 37 respectively). Chi does not teach the record of system usage to 
identify a request to execute a computer program. 

Chi does not disclose expressly tracking concurrent usage logic operable to 
perform a concurrent usage check to identify a request to execute a computer program 
that would result in said computer program concurrently executing upon more than a 
predetermined number of computers upon a computer network. 

Christiano teaches concurrent usage logic operable to perform a concurrent 
usage check to identify a request to execute a computer program that would result in 
said computer program concurrently executing upon more than a predetermined 
number of computers upon a computer network (Christiano: see for example, Column 7 
Line 1 -7). 
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It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Christiano within the system of Chi as 
modified because Chi teaches a method for detecting computer viruses that span 
multiple data streams / files (Chi: see for example, Column 1 Line 8-9) and Christiano 
further teaches using computer license manager software to detect the software usage 
violation when concurrent usages exceed a predefined number of copies / files 
(Christiano: see for example, Column 7 Line 1 - 7). 

As per claim 7, 25 and 43, Chi as modified teaches the claimed invention as 
described above (see claim 6, 24 and 42 respectively). Chi as modified further teaches 
concurrent usage check indicates that said request to execute said computer program 
would result in more than said predetermined number of computers upon said computer 
network concurrently executing said computer program, then said request to execute 
said computer program is denied (Christiano: see for example, Column 7 Line 51 - 67). 

As per claim 8, 26 and 44, Chi as modified teaches the claimed invention as 
described above (see claim 7, 25 and 43 respectively). Chi as modified further teaches 
a user message is displayed when execution of said computer program is prevented 
(Christiano: see for example, Column 7 Line 61). 



As per claim 9, 27 and 45, Chi as modified teaches the claimed invention as 
described above (see claim 6, 24 and 42 respectively). Chi as modified further teaches 
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predetermined number varies with time (Christiano: see for example, Column 7 Line 20 
- 30). 

As per claim 10, 28 and 46, Chi as modified teaches the claimed invention as 
described above (see claim 9, 27 and 45 respectively). Chi as modified further teaches 
at certain times said predetermined number is zero (Christiano: see for example, 
Column 7 Line 25 - 36: This is inherited by al of the run time of the program has been 
used). 

5. Claims 1 3 - 14, 1 7 - 1 8, 31 - 32, 35 - 36, 49 - 50 and 53 - 54 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Chi (Patent Number: 6006329), in 
view of Hypponen (Patent Number: 6577920). 

As per claim 13, 31 and 49, Chi teaches the claimed invention as described 
above (see claim 1,19 and 37 respectively). Chi does not teach audit data generator 
logic is responsive to a non-user specified database of data indicative of particular 
computer programs. 

Hypponen teaches audit data generator logic is responsive to a non-user 
specified database of data indicative of particular computer programs (Hypponen: see 
for example, Column 1 Line 47 - 53, Column 1 Line 66 - 67 and Column 3 Line 26 - 
31). 
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It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Hypponen within the system of Chi 
because Chi teaches a method of computer virus detection (Chi: see for example, 
Column 1 Line 6 -7) and Hypponen teaches providing the screening of computer data 
for virus and more particularly to the screening of computer data for macro viruses 
(Hypponen: see for example, Column 1 Line 5 - 6). 

As per claim 14, 32 and 50, Chi teaches the claimed invention as described 
above (see claim 1,19 and 37 respectively). Chi does not teach audit data generator 
logic is responsive to a user specified database of data indicative of particular computer 
programs. 

Hypponen teaches audit data generator logic is responsive to a user specified 
database of data indicative of particular computer programs (Hypponen: see for 
example, Column 3 Line 3-10). 

Same rationale applies here as above in rejecting the claim 1 1 . 

As per claim 17, 35 and 53, Chi teaches the claimed invention as described 
above (see claim 1,19 and 37 respectively). Chi does not teach local audit data is 
stored upon a computer within a computer network until said computer is polled by a 
remote computer upon said computer network whereupon said local audit data is sent 
to said remote computer. 
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Hypponen teaches local audit data is stored upon a computer within a computer 
network until said computer is polled by a remote computer upon said computer network 
whereupon said local audit data is sent to said remote computer (Hypponen: see for 
example, Column 5 Line 62 - 65). 

Same rationale applies here as above in rejecting the claim 1 1 . 

As per claim 18, 36 and 54, Chi as modified teaches the claimed invention as 
described above (see claim 17, 35 and 53 respectively). Chi as modified teaches 
remote computer generates a consolidated audit report for a plurality of computers upon 
said computer network (Hypponen: see for example, Column 5 Line 62 - 65). 

6. Claims 16, 34 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Chi (Patent Number: 6006329), in view of Bates (Patent Number: 6721721). 

As per claim 16, 34 and 52, Chi teaches the claimed invention as described 
above (see claim 1,19 and 37 respectively). Chi does not disclose expressly computer 
virus scan request results from an on-demand scan. 

Bates teaches computer virus scan request results from an on-demand scan 
(Bates: see for example, Column 24 Line 30 - 33 and Column 17 Line 41 - 46). 

It would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine the teaching of Bates within the system of Chi because 
Chi teaches a method of computer virus detection (Chi: see for example, Column 1 Line 
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6 -7) and Bates teaches, more specifically, on virus checking and scanning on a 
particular file requested by the user (Bates: see for example, Column 1 Line 7 - 8 and 
Column 17 Line 41 -46). 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Longbit Chai whose telephone number is 571-272-3788. 
The examiner can normally be reached on Monday-Friday 8:00am-4:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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